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Greetings and welcome to the November 2004 issue of our Newsletter. 

President's Message: 

We have been waiting to send you this month's issue of our Newsletter to see if 
and how the landscape of Federal sentencing will be altered by the upcoming 
decisions of the United States Supreme Court in the "Blakely cases," U.S. v. 
Booker and U.S. v. Fanfan. All the prognosticators (including my clients) have 
been predicting a decision is imminent, but of course to date the Court has 
remained silent.

So we continue to wait, and, with the holidays quickly approaching I wish you all a 
Happy Thanksgiving and I look forward to seeing everyone at our Annual Holiday 
Party on December 6. (See below). 

Upcoming Events:

Don't Forget - Our Annual Winter Holiday Party will be on Monday 
evening, December 6, 2004 at its usual spot - SPQR Restaurant, 133 
Mulberry Street, New York, NY in "Little Italy." The party starts at 6:00 p.m. 
and the cost is only $80 for both Members and their guests. 

As always, our chairpersons, Genay Leitman and Mathew Mari, have arranged a 
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delicious spread of food; an open bar until 10:00 p.m.; and music by the Canal 
Street Jazz Band. 

Our special honoree this year will be the Hon. Martin P. Murphy, the Supervising 
Judge of New York County. 

We hope that you will make every effort to attend, because not only will you have 
a great time, but your attendance will help support the many activities of our 
organization. 

Court Records: 

Federal Criminal Records Now Available Through Pacer. Beginning 
November 1, 2004, all criminal case file documents that have been available to 
the public at a courthouse will also be available remotely through PACER (Public 
Access to Court Electronic Records) - the Federal courts' online system which can 
be accessed at http://pacer.psc.uscourts.gov. 

As with civil and bankruptcy cases (which have been available since 2001), 
personal data identifiers must be redacted by the filer of a criminal case 
document, whether the document is filed electronically or in paper. These redacted 
identifiers are Social Security and financial account numbers to the last four digits; 
the names of minor children to the initials; dates of birth to the year; and home 
addresses to the city and state.

In addition, there remains no public access for certain documents, whether in 
paper or electronic form. These include unexecuted warrants, presentence reports, 
supervision violation reports, the statement of reasons that is part of a criminal 
judgment, juvenile records, financial affidavits submitted seeking court-appointed 
counsel, ex parte requests for expert or investigative services at court expense, 
and sealed documents. Courts maintain the discretion to seal any document.

NYS Court Records. Under the Investigative Tools button, we have always 
maintained a section entitled "Court Appearances and Records," where we have 
listed a large number of extremely useful resources for practicing attorneys. If you 
have not visited that page recently, we urge you to do so - particularly to become 
familiar with some of the many new features that have been added to the 
WebCrims Court Appearance site and the E-Law site. 

Once you get past the annoying security sign-in procedures for the WebCrims 
site (which require you to use case-sensitive keywords that sometimes are hard 
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to read and which often don't work too well), you enter a new world where you 
can now search for, and retrieve, an amazing amount of case information for the 
courts of criminal jurisdiction in the following counties: Bronx, Dutchess, Erie, 
Kings, Nassau, New York, Orange, Putnam, Queens, Richmond, Rockland, Suffolk, 
and Westchester. 

Searches can be initiated by supplying the Case Docket Number, the Defendant's 
Name, the Judge's Name (Supreme Courts only), the Court Part, and the Court 
Appearance Date; and there is a very useful and informative "Help" page at http://
iapps.courts.state.ny.us/webcrim/Help.

The E-Law site is amazing. It now includes a growing list of useful resources such 
as e-Calendar, e-Docket, e-Watch, and e-Copy. You can even synchronize 
your court notices with your Microsoft Outlook Calendar - so that your court 
appearances will automatically be entered electronically in your calendar.

You have to register (which is free), and get a username and password (which you 
supply). Once registered, you can access a number of different services - such as 
state court docket searches - which are free. But there are also a number of so-
called "premium services" that require payment of a modest fee. For example, 
there is a one-time flat-fee charge of $39.50 for the life of a case (or $3.00 per 
month for any case that is on Watch) to receive e-Watch email alerts every time 
something is docketed in that case, including notices of any appearances that are 
scheduled, rescheduled or cancelled.

There is also an e-Copy document retrieval service for both the State courts and 
the Federal district courts which sends you documents by mail or by fax.

Because it will take to some time to digest all the new features offered by E-Law 
(which is a subsidiary of the Lawyers Diary & Manual, we suggest that you take 
your time and explore this site when you have a few minutes of uninterrputed 
time. And remember that new services are being added quite frequently. 

 

Computer Tips:

From time to time, we highlight in this Newsletter some of the information and 
resources that we post periodically on the Computer Tips section of our Website. 
This month, we feature four items that may be of help to our readers in staying 
abreast of the ever- changing and ever-more-complicated computer technology 
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that we are expected to master overnight - even though it always seems to be 
written in some alien language.

●     Windows XP - Service Pack 2: If you purchased your computer within the 
past two years, it probably came installed with Windows XP as the Windows 
"operating system." Unfortunately, from the outset, XP was plagued with 
bugs and security breaches. It got so bad, Microsoft finally announced that it 
was preparing a major "fix" to the many problems that developed - and it 
called that fix "Service Pack 2" or "SP2." In October, SP2 was finally released 
and it is a HUGE program. Just to download it from the Microsoft site takes 
hours - although you can (and probably should) order SP2 from Microsoft on 
a CD. The disk is free - but it took us more than 8 weeks to obtain our copy. 
To sign up for a free SP2 disk, go to:
http://www.microsoft.com/windowsxp/downloads/updates/sp2/cdorder/
en_us/default.mspx

If your computer uses Windows XP, you will really need to install SP2 
because some of the security updates are critical. However, before you do, 
please read "Installing Windows SP2, Step by Step." That article, written by 
David Pogue, the computer guru and columnist for the New York Times, 
explains some of the nightmares that can occur if you don't install the SP2 
beast correctly. 

●     Firefox - A New Free and Dependable Internet Browser: If you are 
tired of all the bugs and security problems that come with using Microsoft's 
Internet Explorer, you may want to consider switching to (or at least adding 
- as a second browser) the new Firefox browser. Created by the Mozilla 
Foundation, this sleek new browser is fast and dependable; and it has 
already received rave reviews. Walt Mossberg of the Wall Street Journal 
bluntly suggested dumping Internet Explorer and switching to Firefox. (See, 
"How To Protect Yourself From Vandals, Viruses If You Use Windows," by 
Walter S. Mossberg of the Wall Street Journal, September 16, 2004.) 

●     The New Google Desktop Search Engine: If you are fed up with of 
Microsoft's Windows Explorer (which is not the same thing as Microsoft's 
Internet Explorer - the browser that most people use to get on the Internet) 
- then we suggest that you consider using the new Google Desktop Search 
tool. Windows Explorer is the tool on all Windows computers that purports to 
let you search your hard-drive for files you have lost or misplaced. Frankly, 
the Windows Explorer has always been a bomb: it is slow, virtually 
impossible to use, and it almost never produces the results that you are 
looking for.
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The new Google Desktop Search tool is terrific - and it's free. Not only that, 
if you use Microsoft Outlook or Outlook Express for your emails, it also lets 
you search your entire jumble of emails. To find out more about this product 
- and how to install it on your computer - read "Google Takes On Your 
Desktop," by David Pogue, The New York Times, October 21, 2004. 

●     Inside Outlook Express: Speaking of your email program, most of America 
seems to use Microsoft's Outlook or Outlook Express as the software 
program to send and receive emails - chiefly because it comes with every 
Windows computer and Microsoft deliberately makes it difficult for the 
average person even to try a different email program. The trouble with 
Outlook and Outlook Express is that they are plagued with both security 
problems and bugs that frustrate even the most knowledgeable and savvy 
computer users. 

Now there is a Web site devoted to answering all of your questions and 
solving all of your problems about Microsoft's virus-prone and 
temperamental email program. We have found Inside Outlook Express to 
be an outstanding resource. Published by Tom Koch, it answers your 
questions and takes you through solutions to your problems in simple, plain-
old English. For example, there is an article that explains what to do if you 
can't open attachments to your emails (because of recent security 
upgrades); and an article that explains what to do if nothing happens when 
you click on a link in an email. Under the tab called "Problems," there are 
sections that explain the very strange (and unintelligible) error messages 
that Microsoft creates. 

Web Site:

Each month, we try to point out some of the latest resources that we have posted 
on our Web site at www.nycrimbar.org/. In keeping with that tradition, we note 
the following items: 

Telephone Directories:

●     We have recently added a new link to the U.S. Government Blue Pages - 
which (at least in theory) allows you to find the telephone number of just 
about any U.S. Government Office in the country. Just select the state, city 
(or area code) that you are seeking and the type of information you are 
seeking. 
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Legal Memoranda: 

●     We have posted on the Legal Memoranda section of our Website a copy of 
the Fall 2004 Issue of "The Defender," the Newsletter for CJA Panel 
Attorneys, published by Alex Bunin, the Federal Public Defender from the 
Northern District of New York. 

●     We have also posted on the Legal Memoranda section of our Website a copy 
of a 66-page memorandum entitled "Misdemeanors: What They Are and How 
Do We Get Them," which was published by Tony Lacy, an Assistant Federal 
Defender from Oklahoma City, OK in October 2000. 

 

I hope to see all of you at our Holiday Party on Monday evening, December 6, 
2004.

Yours for a better defense,

Harvey Fishbein
President 

Internet and Newsletter Committee:
Harvey Fishbein
Scott Tulman
Peter G. Schmidt
Michael K. Bachrach
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PACER Service Center Home Page

 

 

 

The PACER Service Center is the Federal Judiciary's centralized registration, billing, and technical 
support center for electronic access to U.S. District, Bankruptcy, and Appellate court records. 

●     Fee Increase 

●     CM/ECF Email Notification 

●     Federal Circuit Now Available 

●     Forgotten Password Request 

●     Instant Registration Available 

●     Case Specific Document Cap 

 

Click Here for CM/ECF Information. 

For information or comments, please contact the PACER Service Center  

The PACER Service Center hours are 8:00am to 5:00pm Monday - Friday CST. 

PACER Service Center
P.O. Box 780549 

San Antonio, TX 78278 
(800) 676-6856 
(210) 301-6440 

Please read our Privacy and Security Notice. 

http://pacer.psc.uscourts.gov/11/22/2004 3:22:56 AM

https://pacer.login.uscourts.gov/
http://pacer.psc.uscourts.gov/pacerdesc.html
http://pacer.psc.uscourts.gov/register.html
http://pacer.psc.uscourts.gov/announcements/general/fee_notice.html
http://pacer.psc.uscourts.gov/announcements/general/ecf_email_notice.html
http://pacer.psc.uscourts.gov/announcements/general/cafc.html
https://pacer.psc.uscourts.gov/cgi-bin/reqpswd.pl
http://pacer.psc.uscourts.gov/announcements/general/instant_reg.pdf
http://pacer.psc.uscourts.gov/announcements/general/casecap.html
http://pacer.psc.uscourts.gov/cgi-bin/links.pl
http://pacer.psc.uscourts.gov/uspci.html
https://pacer.psc.uscourts.gov/cgi-bin/check-user.pl
http://pacer.psc.uscourts.gov/pacerdocs.html
http://pacer.psc.uscourts.gov/faq.html
http://pacer.psc.uscourts.gov/cmecf/index.html
http://pacer.psc.uscourts.gov/cmecf/index.html
http://pacer.psc.uscourts.gov/announce.html
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Court Appearances and Records

COURT APPEARANCES AND RECORDS 

 

Future Court Appearance System - where you can find all open court civil 
cases for any New York State Supreme Court in 62 counties.

WebCrims Court Appearance - where you can check coming court 
appearances in criminal cases in 21 New York downstate courts, including the 
Supreme Courts and the Criminal Courts in New York, Bronx, Queens, Kings and 
Richmond counties, and the County and District courts in Nassau, Suffolk and 
Westchester counties.

E-Law - Search, manage and monitor active cases, dockets and calendars in 
New York trial courts. Requires registration; but services (including searches) are 
free except for court document requests.

CaseTrac - Another service from the New York State Unified Court System that 
gives you the ability to keep track (via email notification) of the status of civil 
cases pending in the New York State Supreme Courts. To review the fees and 
charges for this service, click here. 

Court Records, Forms and Rules - New York State - from LLRX.com

Legal Dockets Online - $$$ 

Court Express - $$$

CourtLink - $$$

http://nycrimbar.org/Members/investigativetools/ct-appear.html11/22/2004 3:23:03 AM
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https://fbem.courts.state.ny.us/eSolutions/eCourts/Jsp/accountAddChoice.jsp
http://www.llrx.com/courtrules-gen/state-New-York.html
http://www.legaldockets.com/
http://www.courtexpress.com/
http://www.lexisnexiscourtlink.com/news/2000/1213.asp


WebCrims - JCaptcha

 

Notice

The WebCrims Case Information System is provided as a FREE public service by the New York State 
Unified Court System. 
●     This system and all data are the property of the New York State Unified Court System (UCS). 
●     Data may not be mined or sold, or used in any pay-for-use application, without the express written 
permission of UCS. 
●     This site may not be accessed by any automated program ("bot") for the purpose of extracting data for 
any use. 
●     This site may not be directly linked to by any website without the express written permission of UCS. 
●     Unauthorized use or attempted unauthorized use of this system may subject you to appropriate 
disciplinary action and criminal or civil penalties.

If you continue, it will mean that you have read and accept the above terms and conditions. To help 
prevent access by automated programs, type the letters appearing in the picture below. 
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E-Docket Case Search

 
E-Docket 

    
 

Peter Schmidt Supreme Court County Clerk City Civil Federal Logout 

New York Supreme Court

County:  

Index/Year Search   (e.g., 123/99)

    

Name Search      

Plaintiff:  

Defendant:  

Year:               And Prior 

 

 

Helpful Hints - Court Closings - Supreme Bronx NOI Requirements and more - 
Click Here 

 E-Watch 
Clients  |  Address Book  |  Add to E-Watch 

 My E-Law 
Make Payments  |  E-Copy List  |  Account History  |  Invoice History 

 
E-Calendar
Personal Appearance schedule at a glance
Online Calendar  |   Print Calendar   

 
E-Serve
Serve and file documents electronically   |  Terms and Conditions 

 
Document Repository
Bankruptcy Documents on e-Law 
Enron Bankruptcy   |  WorldCom Bankruptcy 

 About Us
Contact Us  |  Privacy Statement  |  Press Releases 
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http://www.elaw4enron.com/default.asp
http://www.elaw4worldcom.com/Worldcomdefault.asp
http://www.e-law.com//aboutelaw.asp
http://www.e-law.com//MyWatch.asp#MyHelpBlock
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Welcome to the Lawyers Diary and Manual

Discover Our Products 
Time is Money. Discover the full line of time-saving, state specific, 
legal references and time-keeping publications and software that we 
offer. We will save you hundreds, if not thousands, of dollars in 
productivity and research time. Time you can spend focusing on 
your own bottom line. Just follow the links for Products to discover 
more... 

Update Your Listing Information 
Whether you are an attorney or key individual involved in 
government or the court system, you can now quickly and 
efficiently update your contact information through our website. 
Just follow the appropriate link for Submitting Changes and your 
updates will be included in our next publications and PC software. 

Legal Marketplace Marketing 
We offer two avenues for approaching the legal marketplace. 

For attorneys, we offer excellent venues to promote your practice 
and areas of specialty to the legal community through our 
publications and our website. 

For legal vendors, we also offer an excellent opportunity to promote 
your business through our market specific publications and our 
website. 

To learn more about either opportunity, follow the links for 
Marketing Opportunities. 

 
       

Products

Place an Order

Recent Updates

Submit Changes

Marketing Opportunities

Experts & Services

Attorney Listings

Law Links

FAQ's

Contact

Network Installation

Home

Monday 22. November 2004
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October 28, 2004

FROM THE DESK OF DAVID POGUE 

Installing Windows SP2, Step by Step

few weeks ago, I reviewed the Service Pack 2. I concluded that this bundle of security patches for 
Windows XP doesn’t go far enough in protecting your PC from viruses and Internet attacks, but it’s 
much better than nothing. (That’s true even if you’re already using virus, spyware and firewall software, 
because SP2 also includes a long list of smaller, underlying fortifications against attacks.) Everyone, I 
wrote, should install it. 

I don’t regret those words, but I do regret the number of people who wrote to report that SP2 “broke” 
their computers. They reported everything from programs that no longer work to PC’s that won’t even 
start up. When you’re talking about 200 million customers, even half a percent of fouled-up installations 
is a heck of a lot of unhappy campers. 

These horror stories leave a lot of people in an upsetting bind. They’re afraid to install SP2 because 
they’ve heard of the potential for problems, yet they’re afraid to leave their computers unprotected by its 
advances. 

I spent more time on today’s e-mail newsletter than any I’ve ever written. It’s a step-by-step prep guide 
for a problem-free SP2 installation. I wrote it up with the assistance of Windows experts, Windows book 
authors and, for final verification, Microsoft’s own Service Pack 2 product manager. 

Following these steps makes the upgrade take longer, but will greatly reduce the likelihood that you’ll 
run into trouble with SP2. Clip, save and pass around. 

Seven Steps to a Smooth Service Pack 2 Installation 

The best way to avoid problems is to be slow and methodical BEFORE you install SP2. Proceed through 
this checklist with all the care of an archaeologist unearthing a skeleton. 

Step 1: Check your hard drive for free space 
You need at least 500 megabytes of free space, or SP2 won’t even install. (For the speediest installation, 
defragment your hard drive first, if you know what that means.) 
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Step 2: Remove spyware 
Spyware (software that you don’t realize you have because it piggybacked on something else you 
downloaded, like Kazaa) can gum up the works of an SP2 installation. Scan your hard drive using a free 
program like Ad-Aware (www.lavasoftusa.com) or Spybot Search & Destroy (www.safer-networking.
org) to make sure your PC is free of these programs. 

Step 3: Uninstall your virus and firewall programs 
Installing Service Pack 2 on top of outdated utilities can produce two different unpleasant side effects. 
First, the new Security Center doesn’t recognize older versions of these programs. Second, your PC 
might not even be able to start up after the installation—which is, you have to admit, something of a 
drawback. (Later, after the installation, put your virus and firewall programs back—updated versions, if 
possible—one at a time.) 

Step 4: Visit the Web page of your PC manufacturer 
Search for information regarding SP2. It may turn out that your PC won’t work with Service Pack 2 
unless you first update your BIOS (the built-in software that controls your keyboard, screen, disk drives, 
communications, and so on). In that case, you would find, at www.dell.com or www.gateway.com (for 
example), a BIOS updater program that you’re supposed to download and run. 

Step 5: Back up your stuff. 
If you can back up your entire hard drive, do so; but at the very least, make safety copies of your photos, 
email, music, documents, and so on. Think of it this way: Your PC is going in for brain surgery. 

Step 6: Visit the Windows Update Web site 
A preliminary visit to www.windowsupdate.com is an important prerequisite. This Web site will 
actually interactively inspect your PC to see what condition your copy of Windows is in. If you’re 
missing pieces, they’ll be filled in for you—an important step before the big Service Pack 2 installation. 

Click the Express Install link to begin. After a moment of computation, you’ll see a list of updates that 
Microsoft thinks you need, under the heading High Priority Updates. Installing them now will ensure 
that, when Service Pack 2 comes along, your copy of Windows will be everything the installer expects. 

Step 7: Log off everyone but yourself 
In other words, if you have Fast User Switching turned on, make sure all the other accounts have been 
signed off. You should now be ready to install SP2 successfully, whether from the Windows Update 
Web page, a CD that you’ve ordered, or from the Automatic Updates dialog box that appears on your 
screen one day. 

Finally, another tip, courtesy of author David Karp, my own personal Windows XP guru: If your PC is 
your life—or your job, at least—you may want to take one additional, advanced step: Install a SECOND 
copy of Windows XP. This arrangement, known by geeks as dual-booting, takes some technical 

file://///Peter/c/CFusionMX/wwwroot/nycrimbar/Unnamed%20Site%201/members/ComputerTips/XP-SP2.html (2 of 3)11/22/2004 3:27:03 AM

http://www.lavasoftusa.com/
http://www.safer-networking.org/
http://www.safer-networking.org/
http://www.dell.com/
http://www.gateway.com/
http://www.windowsupdate.com/


file://///Peter/c/CFusionMX/wwwroot/nycrimbar/Unnamed%20Site%201/members/ComputerTips/XP-SP2.html

expertise. But it means that you can install SP2 on the duplicate copy of Windows to test your most 
essential programs. That way, you’ll know about any potential crises before committing your “real” 
copy of Windows to SP2. 

----- 

P.S. Last week, I noted that another approach to avoiding the nightmare of Windows security hassles is 
to switch to the Macintosh, where practical. Many of you challenged my assertion that there hasn’t been 
a single a Mac virus outbreak. I should have explained more specifically that I’m talking about Mac OS 
X, the Mac’s operating system since 2001. 

Even then, many of you wrote to say, “But if everyone switches to the Mac, it won’t remain virus-free 
for long. The only reason the virus writers leave the Mac alone is that its market share is so small.” 

The Mac’s small market share (“only” 25 million running Mac OS X) may be part of the explanation, 
it’s but not the only one; there are some solid technical reasons the Mac is less susceptible to viruses and 
Internet attacks, too. For details, see this earlier column: http://www.nytimes.com/2003/09/18/
technology/circuits/18POGUE-EMAIL.html 

Copyright 2004 The New York Times Company 
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Firefox: the browser, reloaded

The wait is over. Firefox 1.0 empowers you to browse faster, more safely 
and more efficiently than with any other browser. Join more than 8 
million others and make the switch today — Firefox imports your 

Favorites, settings and other information, so you have nothing to lose.
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Why Use Firefox?

“Beware of spyware. If you can, use the Firefox browser.” - USA Today

“Better than Internet Explorer by leaps and bounds.” - FORBES

Popup Blocking
Stop annoying popup ads in their tracks with Firefox's built in popup blocker.
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Tabbed Browsing
View more than one web page in a single window with this time saving feature. Open links in the background 
so that they're ready for viewing when you're ready to read them. Find out more...

Privacy and Security
Built with your security in mind, Firefox keeps your computer safe from malicious spyware by not loading 
harmful ActiveX controls. A comprehensive set of privacy tools keep your online activity your business. 

Smarter Search
Google Search is built right into the toolbar, and there are a plethora of other search tools including Smart 
Keywords (type "dict <word>" in the Location bar), and the new Find bar (which finds text as you type 
without covering up anything).

Live Bookmarks
RSS integration lets you read the latest news headlines and read updates to your favorite sites that are 
syndicated. Find out more...

Hassle-Free Downloading
Files you download are automatically saved to your Desktop so they're easy to find. Fewer prompts mean files 
download quicker.

Fits Like a Glove
Simple and intuitive, yet fully featured, Firefox has all the functions you're used to - Bookmarks, History, Full 
Screen, Text Zooming to make pages with small text easier to read, etc.

S, M, L or XL—It's Your Choice
Firefox is the most customizable browser on the planet. Customize your toolbars to add additional buttons, 
install new Extensions that add new features, add new Themes to browse with style, and use the adaptive 
search system to allow you to search an infinite number of engines. Firefox is as big or small as you want.

Setup's a Snap
At only 4.7MB (Windows), Firefox takes just a few minutes to download over a slow connection and seconds 
over a fast connection. The installer gets you set up quickly, and the new Easy Transition system imports all of 
your settings - Favorites, passwords and other data from Internet Explorer and other browsers - so you can 
start surfing right away.

A Developer's Best Friend
Firefox comes with a standard set of developer tools including a powerful JavaScript and CSS error/warning 
console, and an optional Document Inspector that gives detailed insight about your pages.

Read Mail—Not Spam
Thunderbird is the perfect complement to Firefox.

Support Our Work

You can 
support 
our work 
on Firefox 
and other 
projects 
and get 
some 
sweet stuff in return. Make a 

donation or buy a Firefox shirt at 

the Mozilla Store.
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September 16, 2004 

How to Protect Yourself From Vandals, Viruses If 
You Use Windows

By WALTER S. MOSSBERG

If you use a Windows personal computer to access the Internet, your personal 
files, your privacy and your security are all in jeopardy. An international criminal 
class of virus writers, hackers, digital vandals and sleazy businesspeople wakes 
up every day planning to attack your PC.

And the company that controls the Windows platform, Microsoft, has made this 
too easy to do by carelessly opening numerous security holes in the operating 
system and its Web browser. Even if you install the recent Service Pack 2 update 
to Windows XP, you will still be vulnerable.

As I have said before, I believe Microsoft and the computer makers should be 
taking care of all these problems with a unified, managed approach that would 
free users from having to learn about all the threats and constantly manage 
security. They should take responsibility for shielding users from hackers, 
spammers, viruses and spyware -- the malicious software that hijacks your 
browsing and searching, pushes ads into your face, and secretly logs your 
activities.

But until that happens, you will have to fend for yourself. So here's a quick, 
rudimentary guide to protecting yourself in the digital world.

Opting out: The single most effective way to avoid viruses and spyware is to 
simply chuck Windows altogether and buy an Apple Macintosh. Apple's 
operating system, Mac OS X, is harder for the criminals to infect, and the Mac's 
market share is so small that hackers, virus writers and spies get little thrill, 
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financial gain or publicity from attacking the platform.

There has never been a successful virus written for Mac OS X, and there is 
almost no spyware that targets the Mac. Plus, the Mac is invulnerable to viruses 
and spyware written for Windows. Not only is it more secure, but the Mac 
operating system is more capable, more modern and more attractive than 
Windows XP, and just as stable.

Macs are as good as, and often better than, Windows PCs at doing the most 
common computing tasks: Web browsing, e-mail, word processing, spreadsheets, 
presentations, photos, music and video. The Mac version of Microsoft Office can 
handle Windows Office files with ease, and it produces files that Office for 
Windows handles effortlessly. Apple's computers are also gorgeous.

But switching platforms is expensive, and scary to people. So if you're sticking 
with Windows, read on.

Halting hackers: Buy a software firewall program, one that won't only stop 
hackers trying to get in but will also halt suspicious programs already on your 
PC from trying to send information out over the Internet. The one I recommend 
is ZoneAlarm, a free utility from Zone Labs, available at www.zonelabs.com. 
Use it instead of the wimpier built-in firewall Microsoft supplies.

If you have a broadband connection or a home network, make sure your modem 
or router (a common piece of networking gear) is equipped with a feature called 
NAT, or Network Address Translation. This technology makes it harder for 
criminals on the Internet to find your computers. Even if you have NAT, 
however, I still recommend you have a software firewall program, because NAT 
doesn't block every attack.

Curing viruses: You must run a strong antivirus program, and keep it updated, 
even if updates cost money. I recommend Norton AntiVirus (the stand-alone 
program, not the cumbersome security suite). It's very effective, and its 
automatic update system is the best I've ever tested. It costs $50, including a year 
of updates.

Stopping spyware: Since antivirus programs don't attack spyware, you will need 
to run, and keep updating, a separate piece of software called an antispyware 
program. I recommend Spy Sweeper from Webroot software, at www.webroot.
com. It costs $30, including a year of updates. Like an antivirus program, it not 
only detects and removes spyware already on your PC, but also watches for, and 
blocks, new spyware.
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